-- After VPS has Installed Kali --
sudo adduser jordan

sudo usermod -aG sudo Jordan

sudo su jordan

sudo apt update -y

sudo apt full-upgrade -y

sudo apt install -y kali-linux-default

-- CREATE SSH KEY --
ssh-keygen -t ed25519

sudo mkdir -p ~/.ssh
sudo nano ~/.ssh/authorized_keys

sudo chown jordan:jordan ~/
sudo chown jordan:jordan ~/.ssh
sudo chown jordan:jordan ~/.ssh/authorized_keys

sudo chmod 700 ~/.ssh
sudo chmod 600 ~/.ssh/authorized_keys

sudo nano /etc/ssh/sshd_config.d/
sudo nano /etc/ssh/sshd_config.d/50-cloud

-- CREATE SWAP --

sudo fallocate -1 2G /swapfile

sudo chmod 600 /swapfile

sudo mkswap /swapfile

sudo swapon /swapfile

echo '/swapfile none swap sw @ @' | sudo tee -a /etc/fstab

-- INSTALL DESKTOP ENV --
sudo apt install -y kali-desktop-xfce
sudo systemctl disable --now lightdm

--CREATE TLS SSL CERT AND GROUP --

sudo apt install -y ssl-cert

sudo make-ssl-cert generate-default-snakeoil --force-overwrite
sudo adduser jordan ssl-cert

newgrp ssl-cert

-- INSTALL AND SETUP VNC --

curl -s https://api.github.com/repos/kasmtech/KasmVNC/releases/latest | grep
browser_download_url | grep amd64

cd /tmp

curl -fLO
https://github.com/kasmtech/KasmVNC/releases/download/v1.5.0/kasmvncserver_trixi
e_1.5.0_amd64.deb

sudo apt install -y ./kasmvncserver_trixie_1.5.0_amd64.deb

kasmvncpasswd -u jordan -wo

mkdir -p ~/.vnc
nano ~/.vnc/kasmvnc.yaml



desktop:
resolution:
width: 1920
height: 1200
network:
interface: 127.0.0.1
websocket_port: 8444
data_loss_prevention:
clipboard:
delay_between_operations: none
allow_mimetypes:
- text/plain
- image/png
server_to_client:
enabled: true
size: 10000000
client_to_server:
enabled: true
size: 10000000

vncserver :1
sudo ss -tlnp | grep 8444
vncserver -kill :1

-- SETUP SYSTEMMD SERVICE --

sudo tee /etc/systemd/system/kasmvnc.service << 'EOF'
[Unit]

Description=KasmVNC server

After=network.target

[Service]

Type=oneshot

RemainAfterExit=yes

User=jordan

PAMName=1ogin
ExecStart=/usr/bin/vncserver :1
ExecStop=/usr/bin/vncserver -kill :1

[Install]
WantedBy=multi-user.target
EOF

sudo systemctl daemon-reload
sudo systemctl enable --now kasmvnc
sudo ss -tlnp | grep 8444

-- SETUP CLOUDFLARED TUNNEL --
Follow Cloudflared Commands. If stuck, watch video :)



